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F-or each transit packet, the Access Point (AP) records statistics
about transmission of information

(For Example:

- Total transmission time, from the moment the packet is
taken from the interface queue and the packet transmission ends, T

- lotal time the channel was busy during transmission, Tpgy

- Number of countdown deferrals due to other transmissions
over the medium, m

- Number of retries, R
Successful transmission flag: b (0 if last transmission was successful,
1 1f It was unsuccesstul))

Based on this statistical information the AP computes the following:
. Total number of slot times generated during this transmission, n

. Total number of deferrals, m
Total number of unsuccessful transmissions, Q

300

Have sufficient statistics been obtained? No

Yes
(Given a sequence (m, n, Q) of statistics for each access category (AC),

the AP computes the probabillity of collision for unsuccessful packets, p,

500

computed probability of Collision
Greater Than a Predetermined

Threshold?
600 Vee

Control packet flow

NoO

FIG. 3
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METHOD AND APPARATUS FOR
ESTIMATING COLLISION PROBABILITY IN
A WIRELESS NETWORK

CROSS-REFERENCE TO RELAT
APPLICATIONS

g
w

This application claims priority from U.S. Provisional
application No. 60/989,278 filed Nov. 20, 2007, the entire
subject matter thereof being incorporated herein by refer-
ence.

TECHNICAL FIELD

This mvention relates generally to wireless networks and
more particularly to methods and apparatus for estimating
packet collisions within such networks.

BACKGROUND

As 1s known 1n the art, Wireless L.ocal Area Networks
(WLAN) are becoming more and more popular nowadays

due to their easy deployment and wide spread of WiF1 inter-
face cards. A Wi-F1 Alliance report finds that 1.2 million
802.11 chipsets will be produced 1n 2006.

Parallel to technological development, a flurry of analyti-
cal studies appeared 1n communication literature.

Experimental results and theoretical studies show that
wireless networks may enter a saturation regime character-
ized by a highly suboptimal medium utilization. More spe-
cifically, standard rate adaptation mechanisms reduce trans-
mission rates when multiple packet loss occurs. Yet 1f the
packet loss 1s due to collision rather than bad channel (which
1s the working assumption for the rate adaptation mechanism)
then the controller induces a higher probability of collision
which snowballs 1n turn 1nto an even lower throughput. Such
a mechamism 1s used by the Automatic Rate Fallback (ARF)
algorithm used 1n WLAN-II products from Lucent which
assumes all packet losses are due to bad channel.

This scenario of use motivates us to analyze and build a
packet loss detection mechanism which predicts, based on
available information, the cause for packet loss: either packet
collision, or bad channel.

Recently, there have been proposed two mechanisms to
address this 1ssue. Our method 1s different from these two as
described 1n the next section.

Whitehouse et al. [K. Whitehouse et al, Exploiting the
Capmre Effect for Collision Detection and Recovery, The 2%
IEEE Workshop on Embedded Networked Sensors (EmNetS-
IT), May 2005] assume the packet header may be deciphered
correctly by a recerving station (device, or access point), and
hence based on the packet termination, one can infer whether
there was a packet collision, or too low signal-to-noise ratio
(SNR). However this may not happen 1n a large range of noisy
condition, as showed by Yun et al [J.-H. Yun, S.-W. Seo,
Collision Detection based on Transmision 1ime Information
in IEEE 802.11 Wireless LAN, Proceedings of the 4” Annual
Inter. Conif. on Perv. Comp. Comm. Workshop (PER-
COMW’06), 2006]. Instead, Yun et al, propose a determinis-
tic scheme through which participating stations include tem-
poral information relative to packet transmission/reception
that can be used to predict when a collision happens. This
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2

approach, albeit very precise, has the back draw of moditying
the MAC implementations on participating wireless stations.

SUMMARY

In accordance with the present invention, a method 1s pro-
vided for estimating packet collisions within a wireless net-
work. The method includes: for each transmit packet an
Access Point (AP) of the network records statistics about
transmission of information; based on this statistical infor-
mation the AP computes: Total number of slot times gener-
ated during this transmission, n; Total number of deferrals, m
and Total number of unsuccesstul transmissions, (Q; and using
a sequence (m,n,(Q) of statistics for each access category
(AC), the AP computes the probability of collision for unsuc-
cessiul packets, p.

Thus, 1n this invention the Access Point estimates the prob-
ability of collision for unsuccesstul packet transmissions
based solely on statistics available to its chipset or firmware.

The details of one or more embodiments of the invention
are set forth 1n the accompanying drawings and the descrip-
tion below. Other features, objects, and advantages of the

invention will be apparent from the description and drawings,
and from the claims.

DESCRIPTION OF DRAWINGS

FIG. 1 1s a Basic Service Set (BSS) topology of a wireless
communication system with one access point (AP) and sev-
eral stations (STAs) operating 1n accordance with the mven-

tion;

FIG. 2 1s timing diagram from the IEEE PR02.11¢ D13.0
January 2005) for IEEE 802.11¢ standard for wireless com-
munication;

FIG. 3 1s a flowchart of the method used 1n the system of
FIG. 1 according to the invention; and

FIG. 4 15 a timing diagram useful 1in understanding the
imnvention; and

FIG. 5 1s a state machine used to perform a method to
control or shape packet traflic.

Like reference symbols 1n the various drawings indicate
like elements.

DETAILED DESCRIPTION

Referring now to FIG. 1, a Basic Service Set (BSS) topol-
ogy 1s shown.

From the IEEE P802.11e D13.0 Jan. 2005) for IEEE
802.11e standard for wireless communication, the timing of

DCF channel access 1s illustrated in FIG. 2.

As described 1n such IEEE standard, the time interval
between frames 1s called the IFS. A station (STA) determines
that the medium 1s 1dle through the use of the carrier sense
function for the interval specified. Four or five different IFSs
are defined to provide priority levels for access to the wireless
media; they are listed 1n order, from the shortest to the longest

except for AIFS. Thus, as shown 1n FIG. 2:
SIFS 1s Short Interframe Space;
PIFS 1s Point Coordination Function (PCF) Space;

DIFS 1s Distributed Coordination Function Space;
AIFS 1s Arbitration Interframe Space (used by the QoS
facility); and

EIFS i1s the Extended Interframe Space.

The different IFSs are independent of the STA bitrate. The
IFS timings are defined as time gaps on the medium, and those
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except for AIFS are fixed for each PHY (physical layer) (even
in multirate-capable PHY's). The IFS values are determined
from attributes by the PHY.

For each successtul reception of a frame, the recerving
station immediately acknowledges by sending an acknowl-
edgement (ACK) frame. The ACK frame 1s transmitted after
a short IFS (SIFS), which 1s shorter than the DIFS. Other
stations resume the backoll process after the DIFS idle time.
Because of the SIFS interval between the data and ACK
frames, the ACK frame transmission 1s protected from other
stations’ contention. If an ACK frame 1s not recerved after the
data transmission, the frame i1s retransmitted after another
random backoil

Internally, for each transmait packet, the Access Point (AP)
1s assumed to record several pieces of information. As an
example of embodiment for our method, assume the follow-
ing statistics are reported:

Total transmission time, from the moment the packet 1s
taken from the mterface queue and the packet transmis-
sion ends, T

Total time the channel was busy during transmission, T,

Number of countdown deterrals due to other transmissions
over the medium, m

Number of retries R

Successiul transmission flag: b (0 if last transmission was
successiul, 1 1f 1t was unsuccessiul)

Based on these statistics, or any other similar parameters,
the AP can compute the following:

Total number of slot times generated during this transmis-
s10n, n

Total number of deferrals, m

Total number of unsuccessiul transmissions, ()

For instance, based on previous list of statistics, (m,n,Q)
are computed as follows:

m=im
n=(1-T prusy— M. arrsi T

O=R+b (1)

where T ;- 1s the Arbitration Inter Frame Spacing (AIFS)
time, and T, 1s the slot time.

Given a sequence (m,n,(Q) of statistics for each access
category (AC), the AP implements the estimator described
next to compute the probability of collision for unsuccessiul
packets, p, in Formula (A.2).

Once such an estimate has been obtained, we can estimate
further:

(2)

AW 0-d
(d]ﬁ' (1-p)

Prob|d collisions in Q unsuccessful transmissions| =

The probability p, or set of probabilities Prob[d collisions
in Q unsuccessiul transmissions], are then used by the adap-
tation mechamsms described 1n co-pending patent applica-
tion entitled, “Method and Apparatus to Inspect Wireless
Traffic and Mitigate Packet Elimination for Wireless Satura-
tion Avoidance™ filed on the same date as this application, and
assigned to the same assignee as the present application,
identified as Ser. No. 12/206,053, the entire subject matter
thereof being incorporated herein by reference. It 1s herein
noted however that s(t) referred to said copending patent
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4

application 1s equal the p(t) referred to heremaftter below, and
turthermore, S 1s equal to p, which 1s computed based on p as
follows:

P+ W)=(1-0)p(H)+0, p(t+ W)

Assume 1nput data 1s the sequence (m,,n,.Q, )., indexed k,
k 1s 1 to 1, where 1 1s the number of intervals over which the

statistics are taken, as described below.

Referring to FIG. 4, consider the compressed time t'=t—
Ty, (O-m) 1 g Where T, (1) denotes the duration the
channel was busy by time t, and m(t) denotes number of
deferrals by time t. Essentially t' increases in increments of
slot time T ..

Now the process makes the following assumption. Assume
that over-the-air packet transmissions occur as a Poisson
arrival process with rate A 1n this modified time t':

During current packet transmissions, the medium is busy

due to other transmissions for a number M=m+D of times,
where 0=D=Q. Therefore M 1s a random variable taking one

of the following Q+1 possible values: {m, m+1, ..., m+Q}.
M represented the number of arrivals of our Poisson pro-
cess during the 1, ,,,-mT ;- time, where T, ;, =t-T, , (1).
Then, writing the likelihood of having this data (m,n,Q)
given parameters s and A, we have:

0
Pim, n, O|s, A) = Z (i]sd(l — Y2 Prob(D = d | Q)

d=0

where the remaining probability represents the probability
of having exactly d collisions, hence m+d arrivals. This prob-
ability 1s expressed as (given the Poisson process hypothesis):

(M Tc:l' )Pﬂ +cf

“AnTy
m+d)!

Prob(D =d|A) =

Putting these two together, and denoting A=AT , we obtain:

g
8, (A m+d
rom el = Z (af ]Sd“ - d((mri)d)'f_ﬂ”

d=0

In this likelihood we can relate further the two parameters,
s and A. We make the observation that s represents the prob-
ability of a packet transmission, other than own transmaission,

in the next slot time. This implies:

s=1—e N

or: A=-log(1-s). Given a sequence of observations (m,,n,,
Q). for various time intervals, we obtain:

P|Observation| s| = (A.1)

IR (o (— log(l — )y
k . Qk_d_i_”k _H’k Gg -3

| | Z(d]sd“ ) (my + d)!

k=1 | d=1 _

The Maximum Likelihood estimator (MLE) of p, the prob-
ability of collision, becomes:

D r=arg max, P[Observation|s/ (A.2)
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The process 1s shown 1n the flowchart 1n FIG. 3. Thus, in
Step 100, the for each transmit packet, the Access Point (AP)
records statistics transmission information

(For Example:

Total transmission time, from the moment the packet 1s

taken from the mterface queue and the packet transmis-
sion ends, T
Total ime the channel was busy during transmission, T,
Number of countdown deterral due to other transmissions
over the medium, m

Number of retries R

Successiul transmission flag: b (0 if last transmission was
successiul, 1 if 1t was unsuccessiul)).

Next, 1n Step 200, based on this statistical information the
AP computes the following:

Total number of slot times generated during this transmis-

s10n, n

Total number of deferrals, m

Total number of unsuccessiul transmissions, Q.

Next, in Step 300, the AP determines whether sufficient
statistics have been obtained; 1f not, the process returns to
Step 100. I sufficient statistics have been obtained, given a
sequence (m,n,(Q) of statistics for each access category (AC),
the AP computes 1n Step 400 the probability of collision for
unsuccesstul packets, s, in accordance with equation A.2
above. Thus, the probability of collision for unsuccessiul
packets, s, provides a measure of the degree ol packet con-
gestion.

Having determined the degree of congestion being charac-
terized by the probability of collision for unsuccesstul pack-
ets, s, a method 1s used to control or shape packet traflic
(herein referred to as a mitigation policy).

If the degree of congestion 1s greater than the determined
threshold 1n Step 400 (F1G. 1), the method adjusts some of the
present packet traific in order to alleviate potential problems
(Step 500), here controlling or shaping packet traflic (Step
600) 1s described 1n co-pending patent application entitled,
“Method and Apparatus to Inspect Wireless Tratlic and Miti-
gate Packet Elimination for Wireless Saturation Avoidance™
filed on the same date as this application, and assigned to the
same assignee as the present application, identified as Ser.
No. 12/206,053, the entire subject matter thereol being incor-
porated herein by reference.

As described 1n such co-pending patent application, a miti-
gation policy defines the action to be taken depending on the
degree of congestion. Above, a simple method based on com-
parison with a threshold 1s described. More complex control
mechanisms can be implemented once the degree of conges-
tion 1s estimated. For example a state machine can be imple-
mented (called WiSAT below) where multiple thresholds in
conjunction with the previous state of computation are used 1n
order to determine the mitigation policy, that 1s the action to
be taken i1n each state of the Wi1SAT state machine, shown 1n
FIG. 5:

State Machine for WiSAT (Wireless Saturation)

A more complex saturation detector can be modeled using
a finite state machine. In contrast to using instantaneous fea-
ture values as before to decide on saturation, the decision and
actions to be taken depend also on the previous state, or
previous measurements. The state machine 1s called the
WiSAT state machine:

Referring now to FIG. 5, a state of WiSAT machine
depends on a number of factors.

Estimates: p,p respectively; where p 1s a measure of packet

congestion
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Parameters, €.g. .o, (sSmoothing rate for computation of
p depending on state p)

Particular statistics/thresholds/intervals for the classifier
and smoothed classifier outputs FIG. 5: WiSAT State

Machine with state STATE=0/1/2. Conditions C17 guide the
transition from state 1 to state j.

More precisely, the following components are necessary to
define the state machine and the logic of the state machine:

Present state STATE (STATE=0 representing NonSAT, or
non saturation; 1 representing PreSAT or pre-saturation, and
2 representing SAT or saturation)

Conditions C,; (1=0, 1, 2) define transitions between states
of the following format:

C,=(p(H)0,0,)r,F(1)0;5,)

Where:

p(1),p(t) are the WiSAT estimates of the probability of
collision and 1ts smoothed value

. . — - .
0,,,0,; arerelational parameters = and > for p,p respectively

Ijj

0.

73
r;; 1s one of the logical relational operators AND, OR

0,; are threshold parameters for p,p respectively

Examples (Note that unspecified conditions are defined
such that all outgoing transition probabilities from one state
add up to 1 and are mutually exclusive. Conditions C,; (1,]=0,
1, 2) are implemented as follows: (with 5 parameters renamed
for simplicity of notation 6,=0,,, 8,=04(, 0,=0,,, 0,=0,,
corresponding to above general names)

Examples of Finite State Machine (FSM) State
Transition Rules

Coy =Dp(t) > 0y & p(t) > 0, | |
Go from NonSAT (state O) to PreSAT (state 1) if the time average of the

measurement p is greater than the parameter 0, and the instantaneous
value of p is greater than the parameter 0

Cor=p(t) =€
Go from NonSAT to SAT if the time average of the measurement of p is
greater than or equal to the value of €

Coo=p(t) =0,p(t) <e |
Remain in NonSAT if the time average of the measurement of p 1s less

than or equal to 0, and the time average of the measurement of p is
less than of €

Cio=p(t) =€
Go from PreSAT to SAT if the instantaneous value of the parameter p
1s greater than or equal to €

Cio=p{t) =0, &p(t)<e |
Go from PreSAT to NonSAT if the time average of the measured

parameter p is less than or equal to 0, and
the instantaneous value of p is less than the mstantaneous value of €

Cii=p)y>o0, | |
Remain in PreSAT if the time average of the measured parameter p 1s

greater than 5 i

Cor=(plt) = €) & (p(t) = ¢€)

Remain in SAT if the instantaneous value of the probability parameter p
is greater than or equal to € and the time average of the measured
parameter p 1s greater than or equal to €

Cy1 =p(t) > 05 | |

Go from SAT to PreSAT if the time average of the measured parameter
p is greater than o,

Coo=Co 1 Cxp

Go from SAT to NonSAT if the logical complement of the disjunction of
the two conditions C21 and C22 holds
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Mitigation

Mitigation policy represents action to be taken 1n each state

of the WiSAT state machine.

NonSAT—no action will be taken.

PreS AT—actions that could be taken include queue length
change or dropping (voice) packets, or more generally
packets of a given access category, according to one of
the algorithms below.

SAT—action could be more drastic, a combination of
involving admission control and dropping packets of a
given access category (1.e. voice).

Algorithm: Act on Drop Rate N

Parameters:
Max and Min Drop Rate N, N -

Critical Threshold v
Output: N

(—1 1if NonSAT

Ni(t) =< Ny +,{32(3(I) —}”"f) 1t PreSAT(f> 1s equation slope)

it SAT

 Nsar

where N=-1 means no packet 1s dropped; otherwise, for
N>=0, 1t means one packet 1s dropped out of every N con-
secutive packets; N =2 for example.

Note: If saturation does occur, then the last action taken
while 1n PreSAT state could be continuously taken onwards,
until a change of state 1s dictated by the conditions C21/C20.

Other Algorithms. Act on MAC Queue Length L
Other algorithm schemes, 1n addition to scheme 1 above,
can be used to achieve similar effects:

Scheme 2. Design virtual queue length, L. Any mncoming
packet when the virtual queue 1s full will be dropped

Scheme 3. For each client, drop 1its every (im+1) packet;

Scheme 4. For each client drop the incoming packet 1if R
packets for same client already are 1n the queue;

For example, scheme 2 proposes to focus on controlling the
MAC queue length:

Parameters:

Maximum/Minimum MAC Queue Length L, L.

Critical Threshold v

Output: L
(Lo 1f NonSAT
L(t) =1 Ly + pi{d(®) —y) if PreSAT(B) is slope)
Loin if SAT

3. Compendium of WiSAT Parameters

We recommend a parameterized implementation of
Wi1SAT 1n order to be able to tune parameters of two types, for
implementation of the state machine:

Implementation of States

State memory and management s

State smoothing rates o, o, O,

s(t), replaced here by p(t) the probability of collision at a
given time t

(1), replaced here by p(t)

N(t) and parameters for computing N: N, No,~ B, ¥

Implementation of transitions for each state transition (1,7)

| Ofﬁg relational parameters = and > for p(t),p(t) respec-

tively
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8
0,,,0,; threshold parameters for p(t),p(t) respectively

r,; logical relational operator AND, OR

For example, we have performed simulation of the WiSAT
and mitigation policies (however with only with simulated
decision of mitigation, without really intervening 1n the con-
trol loop to drop any packets) on the example state machine
betfore, with the following parameters:

The classifier formula 1s simply given here by the probabil-
ity of collision and the smoothed probability of collision,
estimated regularly over periods such as 10 readings of 1100
msec, 1.¢. over windows of 1 sec, compared to appropriate
thresholds or employed 1n a saturation logic (as described by
the WiSAT state machine)

Wi1SAT classifier 1s able to take a decision every 100 msec:
therefore the window (time step) W for WiSTATS and deci-
sion making 1s 100 msec

Wi1SAT computation
=0, =0, =0,=0.1;

State transition conditions (logic) C1y (1,=0, 1, 2) given 1n
the example

Classifier distance (W1SAT function) parameters for the

L™

state transitions: 0, 04, 04, 0,, € g1ven 1n the example have the

following values:

9,=0.2, 8,=0.2, 6,=0.3, 9,=0.15

N algorithm parameters N,=45, N ,.=2, B,=430, v=0.2,
e=0.6

A number of embodiments of the invention have been
described. Nevertheless, 1t will be understood that various
modifications may be made without departing from the spirit
and scope of the imnvention. Accordingly, other embodiments
are within the scope of the following claims.

of p for wvarious states:

What 1s claimed 1s:
1. A method for estimating packet collisions within a wire-
less network, comprising:

for each transmit packet an Access Point (AP) of the net-
work records statistics about transmission of informa-
tion;

based on this statistical information the AP computes:
total number of slot times generated during the transmis-

sion, n;

total number of deferrals, m; and
total number of unsuccesstul transmissions, QQ; and

using sequences (m,n, Q) of statistics for each access cat-
egory (AC), the AP computes a probability of collision
for unsuccesstul packets, p, for each access category;
and

wherein p 1s selected to maximize:

P[Observation| p] =

|

1220

k=1 | d=1

My +dd

doy oQp—dimy, (1 log(l = p))
]P (1 -p) e £ d)!

for each access category, and where 1 1s the number of 1nter-
vals over which the statistics are recorded for such access
category.

2. The method recited 1n claim 1 further comprising deter-
mining in the AP whether the computed probability of colli-
s10n 1s greater than a predetermined threshold or

utilizing a state machine to compare at least one predeter-

mined threshold of at least one feature dertved from at
least one estimate of the probability of collision for at
least one respective access category.



US 7,839,793 B2
9 10

3. The method recited in claim 2 wherein 11 the computed s1ion control for one or all access categories or adjusts some
probability 1s greater than the predetermined threshold or the portion of present traflic 1n order to alleviate potential prob-
computed probability 1s greater than the at least one prede- lems.

termined threshold of at least one feature for the at least one
respective access category, the AP either influences admis- k& K ok %
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